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o NIS\%FﬁUl! yili\\wml" AC-ZH2Z)
RHEL.08-030170 SRG-05.000062-GPOS-
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2 STIG#O—k9%

Cyber Exchange Web %A rhSR o A—RENT- STIG [, zip X THY. STIGE2A—TIZ
A—KREhFET, STIGE1—T7IFTRTH STIG #RLAETHRIELET, ZOHIRIE,. TR
TOTY/8o—TBLE-—RUGFIEZRELET,

1. STIG Viewer*=a—/\—Mhi, [File]-[Import STIG] Z:&RLET .

Export Checklist Options Help

Import STIG

Exit

[ Filter on 5TIG name |

CK Name *

2. BAHAL STIG.ZipZ7AILEERL., [BR2LES)vILET , COFIE. Linux STIG
#RLTWET,

L FFUS—3> 1B DISASTIG Viewer: 2.11

f 11F18E 09:538 W O

P lall mc@

O BARVEITAN |+

o F-L 1) > H4X  ERER
% $I¥0—F

D Kfaxzh

-EFA 0 U_RHELB_VIR0-1_Manual_STIG_JP

) U-STIGViewer-2-11_Linux zip

= bin

9 conf

£ junk

9 "R

STIG XML or 7ip fles (*xmi), (*.7ip) =

|| Bl rootlocahosm TR b S () DISA STIG Viewer : 211 : STIG Bxpl-- 1

3. STIG Viewerld STIG MA—F&hf=Z&ERLET,
BHOSTIGAO—REINTWLSIGE (X, STIGURLER ) vIL T, [Check AlllA T a2 %
RRTEFET, COATLavid. F—T—FRREZTIELFIH/IBFET, BT, a—h
HAYRCtrl + AZERT 5L URMHD TR TOSTIGHRFARTINET,
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7974E7¢ [ DISASTIG Viewer: 211 v KEE 10 480

DISA STIG Viewer : 2.11: STIG Explorer
File Expor Checklist Options Help
STIG Explorer

v STIGs Vvul i RuleName ‘| Red Hat Enterprise Linux 8 Security Technical Implementation Guide :: Version 1, Release: 0.1 Benchmark
Date: 11 May 2020

RHEL-08-020000 SRG-05-000002-G..
Vul ID: RHEL-08-020010  Rule ID: RHEL-08-020010 rule ~ STIG ID: RHEL-08-020010

cx Name . Severity: CAT Il Classification: Unclass
RHEL-08-010040 SRG-05-000023-G.

RHEL-08-010050 SRG-05-000023-G. Group Title: SRG-0S

V' Red Hat Enterprise Linux B Security Technical Implementation

RHEL08:010060. iSRG-05000023.G Rule Title: RHEL 812, 152RICI00 7Y MEORRARE L LFIC, HRENO Y7 ENET NIV FERBTSET. 77
RHEL-08-020020 SRG-05-000027-G... OV FERRNKOY T IDRHBIEY

RHEL-08-020030  SRG-05-000028-G. Discusslon: 0% RITOAMEMENRT 5 LIC LD -4~/ (X7~ FOBMI& SREUYAFLT IR (Th—F
AHEL 08050040 SREOL 000036, Tx-AWBEEHIIND) QUAZHHNENET . FHOY HEOU ST SCETHRIMESNEY

RHEL.0B-020050 SRG-05-000028-G. RHEL 812, COBBOEBIC] pam fallockso |EHATEET. U FENET 7 A NAOFROZER. [ authsoloct 17075
&> T LS ENSARMH DS £IEBLTRE
RHEL-08-020060 SRG-05-000029-G.
§ Pam Faillockman 1< =/#)5 | pam faillock | 'R 572 1)) FOF 1 LY U AR, ¥ A7 AOEBRIZ? Y PENSL
2 2o 27 LOBEYEIT 5 L ASAEBMI BT ECEBUT REL. TAADELCULMBAIR. | dir| 475 30 €RALT
RHEL-08-020080 SRG-05-000029-G BIORI 71 LY U ERET SHENBET
RHEL-08-010070  SRG-05-000032-G. Satisfios: SRG-05-000021-GPOS-00005, SRG-0S-000329.GPOS-00128
RHEL.08-010020 SRG-05-000033-G.
Profiie: [[NoProfile Check Text: 203> FEFALT. 155UAICIEANT 1Y CABURE, Y AFLANTNDY FEDY ST ST EERULET
RHEL-08-010080 SRG-05-000033-G.
RHEL08-030020 SRG.05.000046.G... | * $ud0 grep pam faillock so fetc/pam.dipassword-auth
RHEL-08-030030 SRG-05-000046-G, auth required pam faillock.so preauth dir=var/log/faillock silent audit deny=3 even deny root fail interval=900
Must motch: @ Al auth required pam faillock so authfail dir=/varfog/taillock
RHEL.08-030040  SRG-05-000047-G. auth required pam faillock so authsuce

EHEL-OE:030050 |SRGOSV00047°G. dir 1475 a V1] pam faillock.so 1€ 2= L@/ preauth 16 £V authfail |FOXBEE NIKHOTF 1 LY FUCRESD
RHEL-08-030060 SRG-05-000047-G. TGRS . FLBCNEORIEIEE . CAILERTT

¥ Filter Panel

Keyword
® inclush ter ( Exclusive (- Fiter
+- Keyword Filter
RHEL-08-030070  SRG-05-000057-G. silent audit deny 1/§5 A= #[ pam faillock s0 1€/ 2 =)LO[ preauth 15T/ 0 12RI1 3 | L DASLBECIRESATUS

RHEL-08-030080 SRG-05-000057-G. B COFEELEE . SITRHBRTY
RHEL-08-030090 SRG-05-000057-G. pam faillock so 1 €573 =)L@| preauth 1#51C] even deny root /(54 =5~ MEESNTLGNES . ChIZRHBRTT

RHEL-08-030100 SRG-05-000057-G. fail_interval /(3 —#7 0 ICEENTLS A [ pam faillock.so €5 2 =)LOT preauth 1{7T7 900 | & VAR LETS
RHEL-08-030110 SRG-05-000057-G. B COTRLEA . ChRERRTT

BENBDR A RHEL-08-030120 SRG-05-000057-G. pam faillock so | E/2~WESMLTUBITHNIAY F7I FENTUIZRE ., ChIZRERRTY
SHEL:08:030130 _SRG:-05000062:G # sudo grep pam faillock.so /etc/pam.disystem-auth
RHEL-08-030140 SRG-05-000062-G.
> auth required pam faillock so preauth dir=/var/log/faillock silent audit deny=3 even_deny_root fail_interval=900
RHEL-08-030150 SRG-05-000062-G. auth required pam faillock so authfail dir=/var/log/faill

RHEL-08-030160 SRG-05-000062-G. auth required pam_faillock so authsucc

RHEL-08-030170  SRG-05-000062-G. dir 147 3 1 pam faillock.s0 £ 3= L0 preauth 15 £V authfail [{TOXBELEALKHOTF ¢ L7 FUERESN
ga CRAOHEALIER. = i
T RHEL-08-030180  SRG-05-000062-G. RIS LR BEQIER NN, Sl 2,

= 15 pam faillock so |1 €52 — )L preauth 15T/ 0 1212 3 | LDASVBERESNTNS

2.1 STIG MHFIVIIRRNEERT S
1. [Profile]lrByTH O %)y IL, FTvIIRRELEA—REDT YD
[MAC/Classification|#Z#RLET

File Export Checklist Options Help

STIG Explorer
¥ STIGs

CK Name +
v Red Hat Enterprise Linux8t+a UF ¢ FUZHIEEHA E
Red Hat Enterprise Linux 8 Security Technical Implementation ¢

No Profile
[/ it ervce
MAC-2_Sensitive
MAC-1_Public
Mut mac-2_Public 4
Keyword MAC-2_Classified Add
® Inclusive MAC-3_Classified 2 (-) Filter
MAC-1_Classified
MAC-3_Public

Praofile:

¥ Filter Panel

sl

MAC-3_Sensitive

BILRPEHBIEEA

Remove Filter(s) Remove All Filters
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2. STIG DHEIZHSH [CK] FuIRvIREAUIZL, A=a—IEH D[Checklist]>> [Create
Checklist — Check Marked STIG(s)] 2y LEY,

File Export NG44 Options Help

STIG Explorer
¥ STIGs

Open Checklist from File
Create Checklist - Check Marked 5TIG(s)
Create Checklist - Current Filter Besults |

CK Name *
v/ Red Hat Enterprise Linux8EFaUF s 7Y ZHIEHEHI E

Red Hat Enterprise Linux 8 Security Technical Implementation Guide

3. [Checklist]>>[Create Checklist — Current Filter Results] Z:&RL T, Za/LASNT-FEREH
LF Ty AREERLET,

4. [Checklis#IhBAZE. STIG DFTvsY RMEBABIRINET,

A FFUS—3> 1B DISASTIG Viewer : 2.11: STIG Explorer ja 11F18E 11:20e W O
DISA STIG Viewer : 2.11; *New Checklist - =X

File Import Export Options

STIG Explorer [ *New Checklist X

* Tetals Status vul 1D Rule Name  * | ¥ General Infarmation
versil Total NR RHEL-08-020000 SRG-05-000002-..
Gvenll Torals [0 R NCCTINRCOTI e e oratio) SREOS D000z Red Hat Enterprise Linuxitr® 2 U5« 55 =HLEEH A F :: Version 1, Release: 0.1 Benchmark Date: 11 May 2020
— G =t B o a Rule Title: RHELEQ—E$1 4 ~T NI Hd. 2HMUTORBERTIOES a2 TSR BHFBOET
NotaFinding: ©  NotApplicable: 0 " RHEL-05- 010040 | SRO-OS000025-... STIG ID: RHEL-08-020000 Sevrys
R RHEL-08-010050 SRG-0S000023-. Rule ID: RHEL-08-020000 rule 011 10
NR RHEL-08-010060 SRG-05-000023- Vul ID:  RHEL-08-020000 fasst - Unclass
R RHEL-08-020020 SRG-05-000027
R RHEL-03.020030 SRG-05-000028-
R RHEL-08.020040 SRG-05-000028-...
R RHEL-08.020050 SRG-0S000028-...
R RHEL-08-020060 SRG-05-000029-.
e RHEL.02.020070 | ERG-03-000029 Status: ® Not Reviewed (_ Open () Not a Finding () Not Applicable [ Severity Gueride =
R RHEL-03.020080 SRG-05-000023-
R RHEL-08.010070 SRG-05-000032-... T —
Not Applicable ® Not Reviewed ® Not a Finding ® Open R RHEL-08.010020 SRG-0S000033-..
Discussion | Check Content | Fix Text | col
E— R RHEL-08-010080 SRG-05-000033-.
= oD EEe 1Y PHIY FATRICEOLLE . ERRAROUYT S T TOLXTHIRE . CREDFHT FIFET 7 LRETHTIN
Computing v ankmﬂﬂna'mmmuzt COURTEWATZIR, POy HONAHICFRTO-BP DY - OSMIET ERET SBENE) %
R RHEL-03.030030 SRG-05-000046-..
R RHEL-08-030040 SRG-OS000047-.. | —sm@Pmoy k2, FHIY FOF 25 4 FROTSHEDE & 4T SEANEFHIY FISEEEAL  BROFNTY FOFIF 1 FILF
NR RHEL-08-030050 SRG-0S-000047-... Mo—@<LTRIENRT.
R RHEL-08-030060 SRG-05-000047-. S7HoY FERAT 5 BER . EBBEAERLTBERE . ChE05 1 JOPA9Y HERNNCET 553 CRIELIE BT 55T
R RHEL-08-030070 SRG-05-000057- HHOES.
R RHEL-08-030080 SRG-05-000057-... T4 EABRICHIT BRHIE, £<ORHELBA < L—F ¢ Y/ AF AL, PILAMDRY S ~BHERLTH LRSIV~ 731 XLl
BT EAAN=XLEEEENEBEFBIET.
GetHostData | | g RHEL-08.030090 SRG-05.000057-...
= NR RHEL-08-030100 SRG-0S-D000S7-..
® Hone
I R RHEL-08-030110 SRG-05-000057-. i e—
R RHEL-08-030120 SRG-05-000057
Member Server
R RHEL-03.030130 SRG-05-000062-..
R RHEL-08.030140 SRG-05.000062-...
R RHEL-08-030150 SRG-0S-000062-...
R RHEL-08-030160 SRG-05-000062-. oo
N RHEL-08-030170 SRG-05-000062
» sTIGs R RHEL-03.030180 SRG-05-000062-..
» Technology Area R RHEL-08.030190 SRG-05.000062-...
b Filter Panel Showing rule 1 out of 252
o || [l rect@locathost:- [ - T F36" DISA STIG Viewer : 2.1 : *New Ch 1

5. Checklist37 D3lI& STIG #TFIEIFELYET,
- ZE{I5: Totals, Target Data, STIGs, Technology Area, and Filter Panel
o B FouP)XLDHETEHE

- &1{I51: General Information, Vuln Information, Finding Details, Comments
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E:IhislE, [Option] A=2—® [Preferences] AVi5[SV 2.x Classic LightlE a7 ILREA )L
AT aVEBRLIZBEDETTY ., GRIOFIEI a3 ERYEF-OIICIE Foyv IR MNEE
B9 HHEIICLight themelZEELET, I XTOEIIIVERTFT HICE. —#EFYFZAT
23V, IRTOEIL AV Y FizENzEa—I2DLTIE, ULTESEBLTZEL,

A FFUS—3> I8F  DISASTIG Viewer : 2.11: *New Checklist jp 1E1BE 11:4e @ O

DISA STIG Viewer : 2.11; *New Checklist - =X
File Import Export Options

STIG Explorer | *New Checklist X

» Totals Status Vul 1D Rule Name oSS yorpeviewed - Severity Override: cary
R RHEL-08-020000 SRG-05-000002-. Red Hat Enterprise LinusB 2 317 £ 77 “HVE&E 1 I 1 Version 1, Release: 0.1 Benchmark Date: 11 May 2020
R RHEL-03-020010 SRG-05-000021- Vul ID: RHEL-08-020000  Rule TD: RHEL-08-020000 rule  STIG ID: REEL-08-020000
N RHEL-08.010040 SRG-05-000023-... Severity: CAT Il Classification: Unclass
R RHEL-08-010050 SRG-0S000023-..
R RHEL-08-010060 SRG-05-000023- " .
Rule Title: RHELBO ~F1— ¥ —F 2% bl 720585 F oEvac: ' :
R RHEL-08-020020 SRG-05-000027 Fa v R T2REU T ORAME TIOEY a S Do T BENS VAT
W RHEL-05.020030 SRG-05000025- Discussion. ~F=FhOY MHREL LS LE KLIBEONBF ST« FORETHING, ChEDTHOY FITFET 1
L P A A U R ok PR AL R AN R,
R RHEL-08.020040 SRG-05-000028-... SUmEBUET
NR RHEL-03-020050 | RG0S 000023 —BALTF DY H2. FADY FOF 5T FHOMEEE BB TICERNET DY FBEUERIC. AROTADY DTS F ¢ THF
R RHEL-08-020060 SRG-05-000029-. WO BELTRUSNET
NR RHEL-08-020070 SRG-05-000029 —WFNTY FESMT 5AAIT. EERENERLL2HMRC. TRE0S 1 FOPNTY FEADNICHETT 5L SCRHELATHET 558
R RHEL-08-020080 SRG-05000029- FEOET
R RHEL-08.010070 SRG-05-000032-... Z7EABRIKRT SEOL £ CORUELATAL 74 STy ATLE. 77 e AMER Y ~BAERRT P HBET 9-T 51X
NR RHEL-08-010020 SRG-0S-000033-.. ORITSEARD=ALERE S REBENE I,
R RHEL-08-010080 SRG-0S-000033-. Check Text: 77 FHT2HROADEAT IO LY 3=V ETATLIBS LERILET
N RHEL-08-030020 SRG-05-000046 BEOTATO-HFATY FCOT, AOITY FERITLT. 7ROV FORDNRERERELET
HR RHEL08-030030 | SRG-05-00004€-.. # sudo chage -l system account name
R RHEL-08.030040 SRG-05.000047-...
CREDETATY FORTEEAT2MRMUACMEEN T S C EE@ELT CREaL
R RHEL-08-030050 SRG-05-000047-... —#7n0> HCRAERAUE SN TL G 2R AR AN G, 8 . SRENR(inding) TF
R LEa L HERY) (IS Fix Text: —#7 N7 pwm ErHSREL. ADIT Y FERBLTRBERICFDOY FERT TS LSCY AT LEMRAL. PH
R RHEL-08-030070 EPAX “system account name* £ FHESF AT HCREMAET
R RHEL-08-030080 SRG-0S-D00057-.. # sudo chage -E "date -d *+3 days® +%Y-%m%d" system_account_name
B Target Data R RHEL-08.030090 SRG-05.000057-... References
¥ STICs R RHEL-08-030100 SRG-0S-000057-...
CCI: CCL0DDOL6: The information system automatically removes or disables temporary accounts after an organization-defined
¥ Technalogy Area R PHEL-08-030110 | SRG-05-000057- tme porid for oach typo of aciunt
» Filter panel R RHEL-08-030120 SRG-05-000057 Az o
S i
R RHEL-03.030130 SRG-05-000062-.. NIST S5 50005 Haeion 4 - AB2 (2)
R RHEL-08.030140 SRG-05.000062-...
R RHEL-08-030150 SRG-0S-000062-...
R RHEL-08-030160 SRG-05000062-..  Finding Detais
R RHEL-08-030170 SRG-05-000062
R RHEL-03.030180 SRG-05-000062-..
Comments
R RHEL-08.030190 SRG-05.000062-...
Showing rule 1 out of 252
o || [l rect@locathost:- [ - T F36" DISA STIG Viewer : 2.1 : *New Ch 1

2.2 Checklist #7 - A=a1—®MFEiR

2.2.1File A=a1—

[File] *=a2—TI&, FzyPYRMRELEZY. FILWI 7ML BAGFREFERLTF VI RN E
RELEZYTEET,

DISA STIG Viewer : :

—m Import Export Options

Save Checklist Checklist x
Save Checklist As.. Status Vul ID Rule Name *
L ————
Overall Totals | CAT | | caT il | catm NR RHEL-08-020000 SRG-05-000002-...
NR RHEL-08-020010 SRG-0S5-000021-...
Open: 0 Not Reviewed: 232 NR RHEL-08-010040 SRG-0S-000023-...
Not a Finding: 0 Not Applicable: 0
NR RHEL-08-010050 SRG-0S-000023-...

‘ NR RHEL-08-010060 SRG-0S-000023-...
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2.2.2 Import A=a2—

[Import|A=a—M#A T avEERTHE XCCOFER I7 AL ERIXFTIIIRNT—2%EA
R—bTEFT, XCCOFFERI7AILIE, PERF M XmIDT7AILT, SCCY—)L
(https://cyber.mil/stigs/scap/) & DSCAPERHLY — )LEFERALI- A X DFERMNESENTLY
FY9,

[Import] *=a—IZl&. LLETIZ{RTELT= STIG Viewer Fxyo) Rk I74)L (ckl) ZAUR—
P AHEEESENTOET . MIABHINZIL—ILOFERX. L—IL ID NEFEINL=0.
AUR—bENFEE A,

AVR—MIET LI FEF VI THLZRYDRER (NR) L—ILISHLLES , Fovdl)
APEFET T BICIENR RTF—FRDTARTOHIERFBEULERT—2RITEHRE LTI,

DISA STIG Viewer : 2

File m Export Options

STIG E XCCDF Results File st x

¥ Totz Checklist Data Status Vul ID Rule Name *

Overall Totals | CAT || CAT Il | CAT Il

NR

RHEL-08-020000

SRG-0S-000002-...

NR RHEL-08-020010 SRG-05-000021-...

Open: o Not Reviewed: 232 NR RHEL-08-010040 SRG-05-000023-...
Not a Finding: 0 Not Applicable: 0

NR RHEL-08-010050 SRG-05-000023-...

‘ NR RHEL-08-010060 SRG-05-000023-...

2.2.3 Export A=a—

[Export]A=a—IZl&, FTy PV RLT—2%FLKR—LHEDO— 8% CMRS /2 iR—bk 71U
[CTHRR—RFTBHELHYET , FTvIJRL T—42% Excel ATLYRI—Lk (csv) 2T

DAR—FSBHIELTEFET,

DISA STIG Viewer :

File Import m Options

STIG Explorer |_ Gen. CMRS Import File

* Totals Data Export {.csv)

Overall Totals | CAT I | CAT Il | CAT Ill

Status
NR

Vul ID
RHEL-08-020000

Rule Name

SRG-05-000002-... -~

NR RHEL-08-020010 SRG-0S-000021-...

Open: o Not Reviewed: 232 NR RHEL-08-010040 SRG-05-000023-...
Not a Finding: 0 Not Applicable: 0

NR RHEL-08-010050 SRG-05-000023-...

‘ NR RHEL-08-010060 SRG-0S-000023-...
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2.2.4 OptionA=a—

[Option)A=2—IZlE, TAU AR BRREA I . BEUVFIvIRRDTERCDBELEE
FTEHZODBRENRAEINTVET  RIRREAM LA T 3VIZIL, Light themes&Dark themes
DEANEFEN. STIG EFVIIRFDBEADERDIND LI 3V DNBENEENET,

DISA STIG Viewer : 2.11: *New Checklist
File Import Export Optians

STIG Explorer | *New Checkiist X

¥ Totals Status Vul ID Rule Name - ¥ General Information
NR RHEL-08-020000 SRG-0S-000002-.. ~
Overall Totals RCRTL AT NS o RHEE 0020010l SRECS 000013 Red Hat Enterprise Linux8t% 1 UF 1 75 = HLEEHA = Version 1, Release: 0.1 Bench
. - v 22 L. Ll : Rule Title: RHELBQ—#1— ¥~ FH Y b2, T2HAEU FORDERTIOCY 32 7T 2 RENS!
pen: ot Reviewed: NR RHEL-08-01 R 23-.
NotaFinding: O  NotApplicable: O 06-010040 | SRG 05000023 STIG ID: RHEL-08-020000 Severily: CAT Il
NR RHEL-08-010050 SRG-0S-000023-.. everity:

Rule ID: RHEL-08-020000 rule
NR RHEL-08-010060 SRG-0S-000023-.. | . . Vul ID: RHEL-08-020000

Preferences X

Class:  Unclass

General | Checklist

Font: Segoe Ul = | Visual Style: 5V 2.x Classic Light = | Output Logging to File:

Font Size: | 14

able | Severity Override +

Not Applicable @ Not Reviewed @ Not a Finding @ Open

v Target Data
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3. Checklist £93>
3.1 Checklist — Target Data o3>
1. [Checklist — Target Data] < 3> Tld. STIGZEyrEHAILET , LEOFOYTE DY
KA ZEEL T, [Computing]&[Non-computing]Z Y& 2 52N TEET , Computing
7EyrZBLTIE, ERRD 7 ybDHost Name, IP Address, & MAC Addressz A
HLET, [Target Comments] DT ARTDT7EYMIOAVIEEBMTHIEELTEET,
Non-computing7 v DG & &, 7 YD BRIDHEANLET .
EFERALTWSIVE 12— T YRR THURY [Get Host Data] R2V &9 v L%
WTEEN, HUvs e BE, ERALTLSIVE 2—2DHEHRAS [Computing] 74— JLRIZ
ARAEINFET,
File Import Export Options
STIG Explorer || *New Checklist X
¥ Totals Status Vul ID Rule Name *
Overall Totals | CAT I | CAT It | CAT 111 NR RHEL-08-020000 SRG-0S-000002-... ~
NR RHEL-08-020010 SRG-05-000021-...
Open: 0 Not Reviewed: 232 NR RHEL-08-010040 SRG-0S5-000023-...
Mot a Finding: 0 Not Applicable: 0
NR RHEL-08-010050 SRG-0S-000023-...
NR RHEL-08-010060 SRG-0S-000023-...
NR RHEL-08-020020 SRG-05-000027-...
NR RHEL-08-020030 SRG-05-000028-...
NR RHEL-08-020040 SRG-0S-000028-...
NR RHEL-08-020050 SRG-0S-000028-...
NR RHEL-08-020060 SRG-0S-000029-...
NR RHEL-08-020070 SRG-0S-000029-...
NR RHEL-08-020080 SRG-05-000029-...
NR RHEL-08-010070 SRG-05-000032-...
Not Applicable ® Not Reviewed @ Not a Finding @ Open NR RHEL-08-010020 SRG-05-000033-...
v Target Data NR RHEL-08-010080 SRG-0S-000033-...
: NR RHEL-08-030020 SRG-0S-000046-...
Sompiting - NR RHEL-08-030030 SRG-05-000046-...
NR RHEL-08-030040 SRG-0S5-000047-...
NR RHEL-08-030050 SRG-05-000047-...
NR RHEL-08-030060 SRG-0S-000047-...
NR RHEL-08-030070 SRG-0S-000057-...
NR RHEL-08-030080 SRG-0S-000057-...
Get Host Data NR RHEL-08-030090 SRG-0S-000057-...
Role NR RHEL-08-030100 SRG-0S-000057-...
& MNone NR RHEL-08-030110 SRG-05-000057-...
Workstation
NR RHEL-08-030120 SRG-0S-000057-...
Member Server
) NR RHEL-08-030130 SRG-05-000062-...
Domain Controller
NR RHEL-08-030140 SRG-0S-000062-...
Web or Database STIG
NR RHEL-08-030150 SRG-0S-000062-...
NR RHEL-08-030160 SRG-0S5-000062-...
NR RHEL-08-030170 SRG-05-000062-...
» STIGS NR RHEL-08-030180 SRG-0S5-000062-...
NR

» Technology Area
» Filter Panel

RHEL-08-030190

Showing rule 1 out of 232

SRG-05-000062-...

UNCLASSIFIED
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File Import Export Options

| STIG Explorer | *New Checklist X |

w Totals

J Overall Totals || CATI || CAT Il || CAT Il |

Open: (1] Mot Reviewed: 232
Mot a Finding: 0 Mot Applicable: 0

@ Mot Applicable @ Not Reviewed @ Mot a Finding @ Open

¥ Target Data

Mon-Computing -

@ MNone

b STIGS
b Technology Area
b Filter Panel

UNCLASSIFIED
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2. [Role]lDdH—nN\BLTSTAREUEEIRLET , [Web or Database STIG] RyIR%EH)
DG BEHANREAVRAVRBDT(—ILEBRTEINET

Role
MNone

@ Workstation
Member Server

Domain Controller

| Web or Database 5TIG

3.2 Checklist — Totals £33~
[Checklist Totals] €7 avIl, £HEFBHERT—2ADMEZ DCAT I, Il BLUNIDEEHE
&, [Overall Totals|DATMNEFENTLET,

File Import Export Options

STIG Explorer || *New Checklist X

¥ Totals

Overall Totals | CAT I | CAT Il | CAT I

Open: 0 Not Reviewed: 232
Not a Finding: 0 Not Applicable: 0

Not Applicable ® Not Reviewed @ Nota Finding @ Open

¥ Target Data

20
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3.3 Checklist — STIGs zo< 3>
STIGstH avIZlfk,. COF v )ARHDSTIGDAATREENTNET, 1D2DFT vl
AR TZIEHRDSTIGEE DA ENTEET,

File Import Export Options

STIG Explorer | *New Checklist X |

W Totals

J Overall Totals | CAT I | CAT Il | CAT Il |

Open: 1] Not Reviewed: 232
Not a Finding: © Not Applicable: 0

© Mot Applicable @ Mot Reviewed @ Not a Finding @ Open

b Target Data

¥ STIGs
CK Name Score *

|v/| Red Hat Enterprise Linux82¥aUF+ 77 ZHILEEHIE 0.0

b Technology Area

» Filter Panel

UNCLASSIFIED
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3.4 Checklist — Technology Area 933>
[Technology Area] z7>av (&, LEA—RRDT7EYMIRLTHED TV /A EERT S
HDOTH/aorRayTEYY YRIMIEENRTVET,

File Import Export Options

STIG Explorer | *New Checklist X |

¥ Totals

J Overall Totals H CATI ” CAT Il H CAT Il \

Open: o Mot Reviewed: 232
Mot a Finding: 0 Not Applicable: 0

Host Based System Security (HBSS)
@ Not Applic pen
Internal Network
Maobility
Releasable Networks (REL)
Traditional Security [
» Target Data UNIX 05
» STIGS VVOIP Review
Web Review
¥ Technology Area
- Windows 05 F
Select Technal A
B Other Review . 3
-

» Filter Panel

22
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3.5 Checklist — Filter Options 933>

[Filter Options]t% 3> TlX. Keyword, Rule Title, STIG ID, Vulnerability ID, Rule 1D,
Severity, CCl, E£1zI& StatusTHEB1EE T/ ILA—NIBTEFT, BEFH-TE(EHES
HUWEEEHEE R DI+5IZIE, [Inclusive Filter]E7zI&[Exclusive Filter|Z o4 R422 & &RLE
T, [Must match:All|E=I£[Must match: Any|ZFERAL TERD I« ILF—ElHEHE. T
TODILNA—IN—ET 5D FED I NI ENETN—T DEIILFET, T1IL3%HY)
79 %IZ(%. [Remove Filter(s)|&E71=I&[Remove All Filters] R4 % RIRLFET,

File Import Export Options

STIG Explorer | *New Checklist X

w Totals

Overall Totals | CAT | | CAT Il | CAT Ill

Open: 1] Not Reviewed: 232
Not a Finding: 0 Not Applicable: 0

Not Applicable @ Not Reviewed @ Not a Finding @ Open

» Target Data

» STIGs

» Technology Area
¥ Filter Panel

Must match: @ All Any

Keyword - Add

Rule Title yword Filter
STIG ID

Vulnerability 1D

Rule ID

1A Control

At CarBLEEA

CATII

CAT Il

CcCl

Remove Filter(s) Remove All Filters

23
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3.6 Checklist — General Information 253>
1. FROFITERLE-MEHBEDHBIDFIIZ[General Information] o> ar NRREINET,

—_——

2. [Status] ¥

FHREVEERLT, 25514 Z0pen (BHE*R), Not a Finding GHE X R4}),

F7=[ENot Applicable GERMN)ELTHAMLET , fEBETFRACDBERT—E2RE KT
BEIICEEEINFET,

3. RT—HRADEREET IITL—REEET7TYTITL—RTD2RELHZIH5E L. [Severity
Override] FAYFTE LIV ILET, RyTT7VTRYIANRREIN, F—/A—F4/F
[CHEFART X ANCAT I,CAT IL,CAT IDZEAALET,

Status
NR
NR
NR
NR
NR
NR
NR
NR
NR
NR
NR
NR

Vul ID
RHEL-08-020000
RHEL-08-020010
RHEL-08-010040
RHEL-08-010050
RHEL-08-010060
RHEL-08-020020
RHEL-08-020030
RHEL-08-020040
RHEL-08-020050
RHEL-08-020060
RHEL-08-020070
RHEL-08-020080

Rule Name

SRG-05-000002-...
SRG-05-000021-...
SRG-05-000023-...
SRG-05-000023-...
SRG-05-000023-...
SRG-05-000027-...
SRG-05-000028-...
SRG-05-000028-...
SRG-05-000028-...
SRG-05-000029-...
SRG-05-000029-...
SRG-05-000029-...

+

¥ General Information

Red Hat Enterprise Linux8tFa2 U5+ 75 ZHJLEZH 1 I :: Version 1, Release: 0.1 Benchmark Date: 11 May 2020
Rule Title: RHELSO—B1 - =FHhD ¥ 3. 2HEUTORMERTIOET 3 I 3uENHIET
STIG ID: RHEL-08-020000
Rule ID: RHEL-08-020000_rule
Vul ID: RHEL-08-020000

Severity: CAT I
Class:  Unclass

Status: (@ NotReviewed Open Not a Finding Not Applicable | seyerity Override ~

4. BEROMRBHEFIVIEEIRTHICIE, RUDFEIREY)vILTHL, BEED:EIRE Shift
F—HHWLAEMNSIUYILET, Ctrl+ A F—Z1IH . By ILT [Select All] Z:EIRLT.
TRTOHETFHEEEIRLET,

Status

NR
NR
NR
NR
NR
NR
NR
NR

Vul ID

RHEL-08-010060
RHEL-08-020020
RHEL-08-020030
RHEL-08-020040
RHEL-08-020050
RHEL-08-020060
RHEL-08-020070
RHEL-08-020080

Rule Name

SRG-05-000023-...
SRG-05-000027-...
SRG-05-000028-...
SRG-05-000028-...
SRG-05-000028-...
SRG-05-000029-...
SRG-05-000029-...
SRG-05-000029-...

+

v General Information

Red Hat Enterprise Linux8t 21 UF ¢ 742 ZHILEHH 1 F :: Version 1, Release: 0.1 Benchmark Date: 11 May 2020
Rule Title: RHEL8(3. 757 4 ANA—F—OTFAVEN LTI AT LANOO-DILERRIYE- FF 2 EAEFTT BHIC. EEQUA
DoDiEHIE S URE/N (T —aRRT 2LENHIET.

STIG ID: RHEL-08-010050
Rule ID: RHEL-08-010050 _rule
Vul ID: RHEL-08-010050

Severity: CAT II
Class:  Unclass

Status: @) NotReviewed () Open () Not aFinding (_) Not Applicable | seyerity Override ~
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5. BIRLIE-ITRTOF VIR ET B[Status| 7oA K2 F = EROY T A O A —F TS
AVEERLET,

Status Vul ID Rule Name *| ¥ General Information
Red Hat Enterprise Linux8t+2UF 1 77 ZHILEHKH 1 I :: Version 1, Release: 0.1 Benchmark Date: 11 May 2020

™' ™itle: RHELS(Z. 158 /IC3EOO Y # Y HANEMARE L EEC, BREFOY 7 SNETHDY FERBT3ET. 7HVY +
Open IE05 5T BhEN B £

NR RHEL-08-010050 SRC Not a Finding lsl':;:ﬁ' II]]: igitgzgjgﬂiﬂ . Severity: CAT Il
NR RHEL-08-010060 SRC 5¢/=tAll  not Applicable VoliD: . RHELOB.0z0010-  Class:  Unclass
NR RHEL-08-020020 SRG-QS-DDDUZ7-..

NR RHEL-08-020030 SRG-05-000028-...

NR RHEL-08-020040 SRG-05-000028-...

NR RHEL-08-020050 SRG-05-000028-...

NR RHEL-08-020060 SRG-05-000029-...

NR RHEL-08-020070 SRG-05-000029-...

Status: @) NotReviewed () Open () NotaFinding (_) Not Applicable | seyerity Override ~
NR RHEL-08-020080 SRG-05-000029-...

6. 1 DUEDFIVIDART—RRERDAT—RRZUARIVERAYT IO A=Z1—FT
2aAVITMAT. 4 DDRT—RRADENENI a—ravbF—DHYFET:
o "R Ff=lF r [EBIRLI=Fvo%“Not Reviewed” . ELTY—ILET, FAELTLVE
Ly)
o O"FRIXONFERLE-FIVIE“Open'tv—ILEY . FREXR)
o CN'ERZIENE, BIRLIZFTyo%E“Not A Finding’ev—9LFT . FAERR)
o XEEIXX., FEIRLI=FvyI%“Not Applicable”.EX—oLET ., (EASN)
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3.7 Checklist — Vuln Information #9332
95992534 )LD Vuln Information| o av(Zld, RO FITERLI-HEBEICEET S
52NATHHYFET (Light & Dark themeRZAILIZIZUA T DRI IEHYFEEA).
+ [Discussion] #7 — Fxv/ O EEHER
¥ Vul Information

Discussion | Check Content | Fix Text | CCI

AR =FA YTV ATLANOT Y EARFEATBHC. EEESLUVRRShIERENERRTSCET. FATh3 IS5 1)y —&tFal)
74 OEHOFEMD BRATh5EHE, JRAS. B MU — 86 B8 SLUVAIY VAL BT EARIESNET .

VAT LAERENL. 1 -y A-HF 00T A YA —=T A AENLETILACOHMUETH ) TOLIBEI-I VA =T 1
ANEFEELGVESIMES IEHA.

JUF =L BT 3DoDRU Y — LTI =T v FTBUEHNHIET. 1300XFONF—ICHETERARAL—F 1 VTV AT AR AD
FREFEALTESL.

USCHHE LIcEROH#EEM S LTRHEENTIZKEBR (USG) 18RV AT L US) ICFP7EALTVET.

COIS (COISEESEZNT3TATOFT/ (1 AEE) EERATHCLICLD  ROSHCABLES EICRDET.

-USGIE. fRAT A |, COMSECER, *v +U— V@R ERE. ABALETR (PM) . SEHITEE (LE) . B (CD BEGEOENT. COISE
¥ Finding Details

+ [Check Content] 47 — REIEBEZWHRT S-HOFIBICOVLWTHRBALET (BERNY
FI—DIZF. COBTOFFILIERFIETESENTEA).

¥ Vul Information

Discussion |Check Content| Fix Text | CCI

ARV RESAYA-F—OFAVENLTARL =T 4 YTV RTANOT 7 LA EHTT 2 4iIC. RHELSH RO ADo DM £ FR/N T — %7
TEBCLERMBLET.

AROIRY FEERLUT. RHELBH AR Y ESAvOFF VERIC/NF - ERRTICEEWBLET.

# sudo cat /etc/issue

NF=HELCIEBESATIBES. AOTFI FSEEThET.

"SGHFFEI LEEEROHEBME LTRHETh T 2 KEBF (USG) Bk AT 4L (US) CF7EALTVET.
COIS (COISKEHEShTUBIANTOT)N M AEED) 2EATHCLICE) . RORKICABLEC EICRUET.

-USGIE. BATA . COMSECER. 7w 7 —7EAEHE. ABRLTHA (PM) . ERITER (LE) . IR (CD HELLEOBENT. COISE
OEFEEEPNCEES LUBRLET. |

« [FixText] 27 — AEIEE OMHERHERHMNOpen GAEXMR) THoIHERITBIETSHE
ZHBALEY
¥ Vul Information
Discussion | Check Content ‘ Fix Text| CCl
ATV ESAVOTAVENLTY AT ANOT S L AEETT B0, EEQUADODEN & BE/ (7 - EERT 5L SICRHELSERELET.

;e;cfis;ue"? TANERELT. 724 FOTF A FEREOHUADDENS LURE/ (T —ICEEBAET. DODCHELTFFAFIRODE
NTY.

"USGHETR] LIcEROAFEEME LTRHTN T ZKEBF (USC) Bk AT 4L (IS CP7RALTVET.
COIS (COISKEHEShTUBIANTOT)N M AEED) 2EATHCLICE) . RORKICABLEC EICRUET.

-USGIE. BATA . COMSECER. 7w 7 —7EAEHE. ABRLTHA (PM) . ERITER (LE) . IR (CD HELLEOBENT. COISE
OEFEEEPNCEES LUBRLET.

-USGIRLDTE. COISERESN TV BT - Y ERESLIUELHTABZ LA TEET.
-COISERAY BB, FLRCOSICRFSNST - Y IFLMATIIE . ERNGER. B%. SLURROMR LT . USGHRFILIANT,

26
UNCLASSIFIED



STIG Viewer 2.x User Guide Defense Information Systems Agency
July 2020 Developed by DISA for the DoD

+CCl 27 — ABIEBBHHELUNIST SP 800-53 JI7L 2 RIZEHT % CCl HEHRERMHLET .

¥ Vul Information

Discussion | Check Content | Fix Text || CCI

~

CCI: CCI-000048

The information system displays an organization-defined system use notification message or banner before granting access to the
system that provides privacy and security notices consistent with applicable federal laws, Executive Orders, directives, policies,
regulations, standards, and guidance.

NIST SP 800-53 :: AC-8 a

NIST SP 800-53A :: AC-8.1 (ii)

NIST SP 800-53 Revision 4 :: AC-8 a

CCI: CCI-001384

The information system, for publicly accessible systems, displays system use information organization-defined conditions before
granting further access.

NIST SP 800-53 :: AC-8 ¢

NIST SP 800-53A :: AC-8.2 (i)

NIST SP 800-53 Revision 4 :: AC-8¢ 1

*[Misc] 27 - SAZREEA®D IA aVbO—LZRHBLET (RBTHBRICDARTINGE
ED)

¥ Vuln Information

Discussion | Check Content | Fix Text | CCT | Misc

1A Controls:
ECSC-1, PRMNE-1

3.8 Checklist — Finding Details 293> & Comments 93>
LEA—HHEEMSOFMEIAVNERREF T BIZ(E. [Finding Details] €932 &
[Comments] o> avaFERALET . BV vILT[Paste Text]Z#FEIRL T, [Paste as
Finding Details]ZE7-I1&[Past as Comments]Z—3ETREYFTET

* ¥ General Informi

Red Hat En
Rule Title: ]

Set Status  »

Paste as finding details
RHEL-08-01006 select Al Paste as comments
NR RHEL-DB-DZDDEL_SH'G:USIDUI‘N“ |
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